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Abstract

This paper introduces a novel Web architecture that suppcsession migration in multevice Web
applications, particularly the case when a user starts a Web session on a computer and wishes to continue on a
mobile phone. The proposed solution for transferring the needed session identifiers acrosssdisvibe
dynamically generatpicturesof 2D-barcodes containing a Web address and a session ID in an encoded form.
2D-barcodes are a cheap, fast and robagiproachto the problem. They are widely known and used in Japan,

and are spreading iother countries Vaiations on the topic are covered in the article, including a possible
migration from a mobile device to a computer (opposite direction), and between two or more mobile phones
(possibly back and forthThe results show that this HCI approachmexpensie, efficient, and workwith most
cameraphones on the market; the author does see any ottmature technique withsuchassets.
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1 Introduction

For more than two decadesompeting types of saalled2D-barcoded6], also callednatrix codeshave been

used to tag various objec{d Q] in the real world and map them to a digitadference. 2Ebarcodes have first

been used in the industry, and they are now ubiquitous in Jdpapublic applications, being broadly used in
particular in most types of advertising media, ranging from commercial posters to magazines and even television
or Web ads, and for a wide range of topics tiatited to ITrelated products.Currently, 2Bbarcodes are
spreading to western countries as well, mainly through initiatives of mobile telephone operators (unfortunately
often using proprietargoftwareand formats).

In parallel, another development is the increasingly used Web platform, with more amd ternet local

access points (at work, at home, in public areas). More recently, following the advent of 3G technology, access
to Internet from a mobile phone is becoming ordinary in western countries. The mobile Web has opened a new
range of possibiiies, in particular around s@I f f SR -ailf 2R (4 8 WD A O Saivare molilR & O 2
F LILJE AOWBI A AOK o NB G(GeLAOlrffe 286 FLILXAOFGAZ2YA 6AGK
current geographical location, and possibly on other environtakfactors.
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Along with these new Internet possibilities are arising new challenging HCI issues, such as how to provide user
friendly migrations from a platform to another (e.g. from a desktop computer to a mobile phone) without
requiring the user to restrt what he/she was doing on a given Web site from sdraPDbarcodes can solve

part of this problem.

2 Background

2.1 2D-Barcodes read by mobile phones
DataMatrix (ISO/IEC 16022:8I0 | Y R & v dzA QRcodevESDIBE 0@ )0are currently the mst
broadly used standardized 2arcodeformats in public applicationsee Figl).

o IR

=]

Fig.1 Example of 2Ebarcodes:
DataMatrix on the left (more compact); QR Code on the right. Same content (URL), displayed at same resolutlon (X Siz

Until recently, these two industry standards were too challengingnfiobile devices, leading to alternative
formats attempts §]. But then, improved camera sensors embedded in mobile phones and increase in mobile
processing power together with new algthms 9] have enabled the advent of popular amaifions using these
standard 2Bbarcodes on mobile phones, particularly the QR Code format in JapaniQR).

These barcode formats can embethip text, or several types dcfervicessuch as an UR(e.g. Web, emnail,
telephone nunier), an electronic visit camar other types of files. In this article, the focus is setombedding a

Web hyperlink (URB). Standardization is crucial before 2Barcodes an be used as mobile hyperlinks.
LfOSNY I GAGS 62FGSY LINPLINAR SOl NBO *fcplolned tiaiagles) NS 02 YLIS G A

The first large public experient known to the author is théig urban gameConQwest (by Qwest Wireless in
2003). Currently, the most famous project is probabgmapedia.ordtagging real world things and places with
the URL of their respective Wikipedia article, since September 2005)other experiments are being
conducted, such a¥/ 2 | & (i Q@rovidligg viditors seéaside tmationbased information via 2barcodes|[8]),
ActivePrint.org(linking posters, magazines, leaflets, etc. to Web conteSt) ¢r the Ubiquitous Museum

L URI: Uniform Resource Identifier
2 URL: Uniform Resource Locator

® http://tag.microsoft.confbeta version since January 2009)

4 http://homepages.nyu.edu/~dc788/congwest/

5 http://map.elp.or.jp/umm.html



http://semapedia.org/
http://activeprint.org/
http://tag.microsoft.com/
http://homepages.nyu.edu/~dc788/conqwest/
http://map.elp.or.jp/umm.html

Personal and Ubiquitous Computing doi:10.1007/s00779-009-0228-5

(linking tags around the district of Marunouchi, Tokyo, Japan, to online stories and tourist informatiis)
technology is also embraced by international advertisement actors such as Qdrgie Ads platforrit

While in dpan many mobile phoneswe shippedvith a standard 2Ebarcode reader prénstalled, in Europe as
far as the author knows, only Nokia has done thawith models such as N9E90and newer There are
nevertheless numerous applications that can easilydognloaded ad installed on most moderrcamera
phones. These applications (for Java MollekiaSymbianMicrosoft Windows Mobile Google Android, Apple
iPhone, etc. are typically freewarewith a few Open Source initiativeSome mobile phone operatoese also
adding suchsoftware during thebrandingof telephones.

2.2 Migratory interfaces and multi -device Web browsing

Browsing the Internet and using online services often require the use of sessions, i.e. a way for the server to
identify a client and/or tarecall the preferences or previous steps already performed by amngiger. Often
implemented viacookiesor via a field attribute appended to an URL query string, this is a way to circumvent the
fact that the Web (HTTP) is inherently anonymous anceltas (TCP/IP and lower levels do not help). While the

use of a session is normally sufficient for most online services accessed by a given user from one single Web
browser on a single computer and within a short timeframe, a login/password procedurefteiil be required

if the user needs to access personalised functions from another browser or matheeINR2 6 f SY 2 F @G &
aSaairzy KI yR2 T #£SomeasoluRoBsi aweIbées Bropdsgd tochelp preserving and migrating
browser sessions multi-device environmentsl3, 4], and some tools and languages have been made available

to formalise this proces§3, 11]. But all session persistence technigues make use of a user ID or session ID
(unique number) that needs to gped manually otransmitted somehowfrom one platform to another.

3 Motivation and use cases
As introduced above, a transmission of an IBiddatorywhen working in a mukdevice environment. Session
migration can be done in a few ways, including asking the user to type a (lmegjuhen changing platform.

The goal of the architecture presented in this paper is to provide an easy way for averagthasesthe same

time, is cheap and does not require any additional hardware than most users already have, i.e. a standard
computea and a camerghone.More specifically, the architecture should be reliable and fast to use (as opposed
to manual typing), providing an easy migration from one platform to anosimgipreservinghe current session.

3.1 Example of scenario

A woman at home ol desktop computer is booking a long flight for a family trip on an airliner Web site. She
has entered the name of all the travellers, chedkexconnecting flightetc. She is almost done but has to rush

to catch a taxi to go to a professional meetifhe wants to be able to finish booking her trip in the taxi, since

her plane was already almost fully booked. She has no personal account on this specific airliner Web site. Before
leaving her computer, she uses a new featfgrescribed in the next sectionyhe clicks on a hyperlink to save

and transfer her Web session; a-BBrcode appears on the screen of her desktop computescres it withher

8 http://www.google.conadwords/printads/ads/barcode/

" http://mobilecodes.nokia.com
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mobile phone and is almost instantly redirectel y K S NJ LIK 2¢yfo3He Famé Wb dpag& antl with the
same data as she had on her computer. Once in the taxi, on her mobile phone, she can resume her booking.

Other use cass have been reported in e.@]]

4  Architecture concept

In order b make this scenario possible, a Web architecture concept is propdsedkey idea is to append the

ID of the current session (token) to the current URL query string, such as:
http://example.net/my-page.php?session=F15A163BC4879D2

alye GFENARFGA2ya INB Ll2aairotfSo Ly (KAisasi LR YISMeEesgioiKR a
parameter is only required during migrations, and is not necessary on all the pages of a given Web site, for
which another session mechanism can be u$e&cessary

Dynamic Dynamic
content content
(Same user (Same user
session) session)
Web server
Integrated
camera

Computer Mobile phone

User
Fig.2 Network diagram with a user using a computer and a neopiilone to access the same Web page (same session).

As shown in Figure 2his hypersession link can then be dynamically encoded by the Web server éoflyth

into a 2Dbarcode imageAs opposed to some NFC (Near Field Communication) technologies s&Rfilas
(Radiefrequency identification) which typically contain some static data and require special writing hardware, it
is indeed light and cheap to dynamilyadienerate 2Ebarcodes.

When the special 2barcode is displayed on the computer screen, therusan start the barcode reader
application on his/her telephone and point the camera integratethi;m mobile phone toward the 2barcode

to initiate a session migratiofirig.3). What happens is that the reader application on the telephone decodes the
barcode; as it contains a URL, the Web browser of the mobile phone is (automatamatighedwith the exact
same URL, that is to say including the session ID parameter.
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w0
Paste from a computer 1o a mobde phone through 20-barcodes

Fig. 3A mobile phone scanning a @RBde from a Web page on a desktop computer scréeimitiate a session transfer weardsthe
mobile phone Web browser.

When the Web server receives a request from a new device (the mobile phone) with a known existing session
ID, the server will provide the same content as the one served to the prevedised(the computer). Depending

on how client inputs are implemented, it may then be possible for the user to switch back and forth between
the mobile phone and the computer while working in one and same session, without having to use barcodes
each time, mice now both platforms (computer and telephorsfarea session ID.

4.1 Example of application: Multi -device copy/ paste

As a proof of concept, the author implemented a basic Web applicatimpable of transferring the content of a

text area back and forth lieveen the Web browsers of a computer and/or one or more moiphone used by

the same persorThe very same content is shown to both devices @get)d ¢ KS dS3daA2yQa RI (|
with the Web server through th&ave sessiobutton and Refreshlink. There is no limit to the number of
concurrent devicesharingthe same session.

8 http://alexandre.alapetite.net/divers/mokplkeste/
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Session’s content:  (Refresh)

This is an example of text typed from the
computer. Text edited from the phone.

N

Sessinn's content! | [Refesh) /

This islan example of text! typed from! the
computerit Text edited from vhe phone.

Save session

Session’s content:  (Refresh)

his is an example of text H
yped from the computer.

‘Text edited from the

phone.

after that the mobile phone scared the 2BbarcodeT N2 Y (1 KS 02 YtHEIB NRE AO6RBS¢W¢SEG SRAGSR TN
GKSy G(GelLSR 2y (GKS (SftSLK2YySs 4KANGTK SINIIRSKHONSHERK 8 faaz 2y (K¢
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Although this is only a simple demonstrationjstiiVeb application can be useful when the content of the text
area is over the limits of DataMatrix.6KB) or QRRodes (3KBY] formats, as it becomes one of the fastest ways
to transfer dynamic text from a basic desktop computer (typically without e.g. Bitletdo a mobile phone
without pre-installed softwargexcept the standard barcode reademanyspecificsetup.

4.2 Performance evaluation

As reported inTablel, repeated measurements (5 times) were performeygl5 different volunteers using their

own phone, noting the time it took from the welcome screen of the phone until the beginning of the Internet
connection following a scan of a barcode containing a URL.

Many studies have been reported on average typing speed (typically eepré@s words per minute) when the

input is sentences of intelligible text. It has been less common to study typing speed of Web addresses.

Therefore, theLJ- NI A Qypihd speédivias evaluated othe following URLintentionally longto reduce
measuremenerrors

http://example.net/my - page.html?paraml=valuel23&param2=value456

While more experiments would be needed to refine the numb#re results show thafor all the participants,

it would have made sense for them to use the barcode reader insteagpaig an URL longer than 10 to 14
characters.The cognitive load gerated by manual typing vs. Aiarcode scanning has not been assessed
however, barcode scanning involves far less keystrokes, and fewer decisions to take.

Mobile telephone type + | Manual

2D-barcade software reader| typing Barcone
Apple iPhone 3G +
NeoMedia NeoReader.0 | °*S 12s
HTC Touch Diamond +
40s Os

SimpleAct QuickMadlO V3.6R
Nokia N95 + integrated read - 16s
Sony Ericsson K810i + UP|
UpCoélal 3.08.4 (DataMatriy 1> 25s
Sony Hesson W610i 90s -
Sony Ericsson W810i +
3GVision-nigma Readdr2 108s 25s
2.06
Tablel Time to reach a URL from a mobile phone, typing it by hand, or u&beparcode.

Given that each participant used a different model of tdélepe, Table 1 cannot be used to compare the
telephones themselves, because users have very different typing 8kdle advanced usability experiments
have beenreported [14], including factos such as the size of the tags | YR | & dzN@Seéto 2 F
adoption(quite positive)

9 http://www.neoreader.com

10 hitp://www.quickmark.com.tw

1 http://ww.upc.fi/fen/upcode/

12 hitp://www.i-nigma.com

dz
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4.3 Technical considerations

LY IRRAGAZ2Y (G2 GKS &SaaAa bgfdde cdnsontainiKlile ddditipnal ;voinatiBnrS R~ A
that is traditionally stored in cookies, within capacity limits of 1 to 3KB. Howefferte should be made to

keep the length of theél K & -BJS BJ& A Zhbrt When/ehcbding it into a barcodeecause the more datthere

is to encode, the less robust the scanning procegsspecially if the tag must be displayed on a low resolution
screenand/or in a small area)lf needed an indirection system can be set gprver side to make an HTTP
redirection from a short temporary URL suchhdip://m.example.net/A 0Z9 to a longer one, similarly to

the popularservicetinyurl.com

When privacy must be ensured, a first obvious measure is to use HTTPS (securd i $@)ice should also
provide different levels abg outlinksto disconnect from one single platform, or all platforms at ance

4.3.1 Integration in the We b browser

Although the concept presented in this article implies that a giverb\&i&e will generate dynamic pictures of
2D-barcodes (including ahypersession link aclosevariant is to have the Web browser itself to generate a
barcode of thecurrent UR.. This is possiblasinge.g.a Mozilla Firefox ad@ y OF f f SR & a'2(@aya £ S
Sample & CarterJor the session migration addressed in this article to work, the Web site should be designed to
append a session token #ilits internal links whichhas more limitations

4.3.2 Freshness of the session
One of the issues when dealing with mwdgvice applications is to keep all devices up to date. In the proposed

architecture, the Web server is in charge of storing the data of the session.

In order to keep lhe session data on the server as fresh as possible, the author recommends for the
desktop/laptop conputer platform to use the Ajd% technology in Web pages clieside, to send any
modification made by the user back to the server as soon as relevant,heolt for any update from another
client.

For the mobile platform, where Ajax and other forms of JavaScript are genstidlllymited, it is possible to
divide a page or a form in small segequiring an HTTP submission to move from one step to the fdms.
division of e.g. Web questionnaires is oftd@sirableby design anyway due to the smaller size of the screen.

4.4  Partial migrations and platform -dependant user interfaces
The architecture presented in this paper is primarily aimed at sequential nugrathat is to say using one

device after the other, all of them receiving the same content and doing the same task. It would be possible to
slightly adapt the architecture model to be able to perform partial migrations, as present@} ire[ using two

or more devices at the same time, each dedicated to a different specific subtaiskwould most often require

a concurrent versioning resolution system.

LT ySSRSR>Z (KS GeLlS 2F LI I GF2N)Y 06RS agidé arisaler-srie dsihg S X 0
techniques including but not limited to content negotiation, special style sheets (@8BS mediadescriptor
set to e.gscreenor handheld NBF RAy3 GKS adzaSNI F3Syd aidNARy3aAeE oyl Y

13 https://addons.mozilla.org/firefox/addon/2780

14 Ajax: Asynchronous JavaScript and XML
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additontotralt YA G G Ay 3 | aS3aaaARayaA2sy MM ydkS ¢ WELUIIKNINI LI NI Y S
could be included.

This type of platform detection can also be useful wiiee content of the Web pages sent by the Web server to

the desktop client should ndie the same to the one sent to a mobile phone (for instance, number of fields per
screen)! f  K2dzZAK GKAa O2y OSNYy Aa 2NIKz232ylf G2 GKS asSaa
it briefly:

By default, modern mobile Web browsers arerdpa good job at shrinking Web pages to fit on a small screen,
by using various techniques at cligetg.scaling andooming)and proxy level When available, the best suited
CSS will be used: this functionality is greatly extended since C888vingWeb masters to conveniently tune

the user interface dependingot onlyon the type ofplatform, but also onthe size and resolution of the screen,
etc. This is sometimes complemented dytomatic transformations of the Web content (e.g. resize pictures,
collapse long lists, rarrange tables) at proxy level (i.e. between the server and the client), a techniqgue made
popular by Opera Mifi. In some situations however, these solutions at client and proxy levels are not
sufficient, for instance when thfeshressof the session igssential(cf. section 4.3.2), and various senrgie
processingechniquescanthen be proposed?2, 3, 11].

4.5 From the mobile phone towards the computer
It was shown above that it was possible to come back on the original desktagglajgmputer after having
worked on the mobile phone, as long as the session that was initially stantése computer is still valid.

QuickManK a - <)

1y

Fig 5 Decoding a QRode from a PC webcam: Snapshot of a phone SE W880i displaying a QR code in a Web page.

Based on lte same approach and using a wabg it isalso possible to read a 2Darcode displayed on a
telephone and to decode it on a computgig.5). This concepodf a telephone displaying a 2arcode scanned
at the entrance ofa restricted area is known awmohbile ticketingand is even being experimented by the
International Air Transport Association (IATAQr plane tickets.

15 €SS3 Media Queriesitp://www.w3.0rg/TR/css3nedaqueries/

18 http://www.opera.com/mini/

7 http://www.iata.org/stbsupportportal/bchp
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The picture of the 2larcode acquired by the webcam must be of reasonably high quality for the decoding
process to succeed. In this expla ig.5), a Microsoft LifeCam Y000 was used, with a resolution of 640x480
pixels. No particular effort was made for the lighting, but the focus was adjusted manually (webcams with
autofocus should likely do the job as well).

As opposed to the mobilplatform, it is curently not common to have a 2barcode reader prénstalled on a
computer and connected to a webcam, but mammpgramsare availableSuccessful tests were performed with
GKS FNBSGI NB a{ AYLI S! O iFigw)dsuddd reatieNdouldfezeNbeantplenmehted framdan ¢
Web page using a pltig like Adobe Flaslthat can access the webcam.

4.6 From one mobile phone to another
Besides, lte prototype described in section 4.1 walsoused successfully to synchronise the Web sessions and

exchange data (back and forth) between two mobile phones (no computer invoDad)to the typically small
aATS 2F | (St SLK2ySQa a-pHede Yighautofodus ¢e.g. Nakid NE5 &arid hewér, Songza S
Ericsson K810and newer HTC Touck) to scan the tag displayed on the screen of another telephone.
Fortunately, atofocus on camerghones is becoming a common feature.

4.7 Alternative technologies

The role taken by 2barcodes in the proposed architecture colld taken by another technologg the future,

such as Bluetootlor NFC (ear field communicatior), but this is currently nopracticaldue to various issues
explained below.The mentioned technologiesre available on commercial mobile phones, with various
penetration rates. Howeverhe major limitationis thata Web page does not hawe standardaccess tahe

needed communication layers (apilgy ¢62dzf R 6S Y SSRSR A yThdiefo®, aOMethsBe/ (i Q &
seen on one machine, and which wants to communicate with another lamate is limited to the following
communication channels:

- The user can manually type a URL on the target device

- Anystaticgraphic, such as text and pictures like-BBrcodeqas described in this article)
- Animated graphics (vidé) or sequence of picttes animated by Javascript)

- Sound® (provided the Web browser is running on a device with speakers)

- Server side mobile communication such as SM8MMS (requires the user to provide a telephone
number, is not free of chargeand works only if the targetadice has some telephone capabilidiesr e-
mail push (requires the user to provide ammail address)On mobile phonedMS and email push do
not have a penetration rate as high as SMS.

Even in the case when apligy 62 dz R 0SS Ay a\Wdbhbvd&, the diteriaklvs tedbriolbgiey G Q &
mentioned earlier suffer from additional limitations.

8 The <video> tag is standardised in HTMLS5. For older browsers, esjaiplugin such as Flash or Java.

¥ The <audio> tag is standardised in HTML5. For older browsers, requires-inmugh as Flash or Java.

10
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In the case of Bluetooth, sending some information from one device to another requires a discovery process
(which can take a substantial amount of time in aea with many other Bluetooth devices such as a public
space) and often som@airing. In fact, visual tags have even been proposed as an efficient aid to-speed
Bluetooth discovery process and increase its usabili$§. Furthermore, the only Bluetootkervice that has a
large penetration rate and that can be used for this purpose is OBEX (object paglever not supported by
popular devices such as the Apple iPhone Bhisservicerequiresto senda file which type is known by the
receiver There isunfortunately no broadly used standard to send an URL over Bluetooth. Among the
possibilities are to send a HTML file tha@ntains a redirection, or Bookmark but none of them will work
smoothly (i.e. simple and with few steps) on a significant praporof the current telephonedn the best cases,

the user will be prompted to accept a file transfer, then to save the(Wich will later have to be manually
removed) and possibly asked if the file should be opened by the default Web brofsere ofthe issues with
Bluetooth could be partially addressed by installing additional software on the computer and the mobile phone,
in the case when the user is the owner of the two devices.

Experiments have been reported usingrious NFC (e.g. passive RFI), are more complicatedmore
expensivejess flexible, and require hardware that cannot be deplogadilywith the current computes and
mobile phone that average people haveSimilar scenarios can hgroposedusing infrared communication
(IrDA), but again, it requires special softwareettingsand hardware.Infrared portson mobile phones and
laptopshave almost disappearétanywayc replaced by other communication technologiesnd have never
been commoplaceon desktop computersA deepercompari®n of the majortechnologies used for ubiquitous
computing can be found iri].

In this paper, no fixed address (IP or DNS) is assdiondtie clients In particular, having a fixed address and
possiblya Web server on the mobile phone enablother typeof architectures.

On a side notean interesting pure Web solution would lte usean identification system such &@3penlB*
alone; that is to say for the authentication but also for session migraliamould though still requiréhe user to

be loggedin to an OpenlID provider on both the computer and the mobile phone, which is not granted.
Shortcuts to this OpenlD lag (using e.g. biometry) could make this solution competitive.

5 Conclusion

In this article, a Web architecture concept has been proposed thatcessfully solves an emerging but
nevertheless real Web interaction issg@amely the migration from one device/platform to another (backian
forth) ¢ thanks to dynamic 2barcodes encoding a URL and a session ID.

A proofof-conceptd Y dafevice copylJ- a pré&otype was developed and tested to validate the model, which
works with current average hardware (basic desktop computer possibly with a webcam, mobile phone with
camera) and matches average user capabilities.

2 |n February 2009, none of the newest 36 mobile phones models of Sony Ericsson (since model z250i releasetér Sep
2007) have infared, nor has the newest Apple iPhone, and the young Google Android platform does not support IrDa either.
A mobile phone comparison Web site (lesmobiles.com) shows that out of 190 available models with 3G, only 31 have
infrared capabilities (i.e. ~16%yinally, none of the current laptops from e.g. Dell or Apple have an IrDa port.

2 http://openid.net
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